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Abstract—This paper proposes a novel confusion and 

diffusion algorithm for image encryption based on 

logistic map and cheat image. We choose the initial 

condition and control parameter of logistic map as 

the secret key. The cheat image selected from the 

most common images in public network, together 

with the chaotic matrices generated by logistic maps, 

is employed both in encryption and decryption 

processes to encrypt and recover the plain image. 

One cheat image can be used to encrypt a great 

number of plain images if the cheat image does not 

attract the attention of the attackers. The computer 

experiments such as statistical analysis, sensitivity 

analysis, differential attack analysis and cheat 

characteristic analysis, prove that the proposed image 

encryption algorithm is robust and secure enough to 

be used in practical communication. 
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1. Introduction 
 

Recently images are widely used and the security 

of the information which images bring is becoming a 

serious problem. With the rapid development of 

computer science and network technology, people are 

obtaining, using and processing digital images more 

frequently. This situation brings us convenience, as 

well as potential threats. How to protect the 

information within the digital images from the 

attacks of intruders is becoming a more and more  

serious problem. Encryption is a good solution of 

this problem.  

Image encryption is the most secure solution for 

storing images on a web server. Encrypted images 

cannot be displayed without first being decrypted 

otherwise they cannot be displayed, making any 

images stored on a server not only secure from 

unauthorized linking by the public, but they are also 

secure from web hosting staff and your web master. 

In this project we introduce a novel confusion and 

diffusion algorithm for image encryption based on 

logistic map and cheat image. An image encryption 

using encryption scheme is a novel method 

particularly in that it needs an assistant image called 

cheat image to fulfill the encryption and decryption 

processes. The cheat image may theoretically be any 

image, but those images frequently appeared in 

public network are expected to be cheat images 

which are easily neglected by attackers. For image 

encryption a secure scheme, the key space should be 

large enough to make the brute-force attack 

infeasible. 

 

2. Proposed System 
 

In this proposed system we proposed the security 

characteristics of encryption scheme of statistical 

analysis, sensitivity analysis, differential analysis, 

information analysis and cheat characteristic analysis. 
 

Statistical Analysis: To prove the proposed 

cryptosystem against any statistical attack, the 

histograms and the correlations of two adjacent 

pixels in the cipher images are analyzed. Histogram 

analysis and Correlation coefficient analysis 
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Sensitivity Analysis:  An ideal image encryption 

algorithm should be sensitive with respect to the 

secret key, which means the small change of the 

secret key would produce a completely different 

encrypted image. 

 

Differential Attack: We calculate the number of 

pixels change rate (NPCR) to see the influence of 

changing a single pixel in the plain image on the 

encrypted image by the proposed image encryption 

algorithm. 

 

Information Entropy Analysis: The nformation 

entropy values of some images of USC-SIPI image 

database are calculated by using (14). 

 

Cheat Characteristic Analysis: The proposed 

encryption scheme is a novel method particularly in 

that it needs an assistant image called cheat image to 

fulfill the encryption and decryption processes. The 

cheat image may theoretically be any image, but 

those images frequently appeared in public network 

are expected to be cheat images which are easily 

neglected by attackers. 

 

3.  Theoretical Description 

3.1 Logistic Map 

The logistic map is a polynomial mapping 

(equivalently, recurrence relation) of degree 2, often 

cited as an archetypal example of how complex, 

chaotic behavior can arise from very simple non-

linear dynamical equations. The map was 

popularized in a seminal 1976 paper by the biologist 

Robert May, in part as a discrete-time demographic 

model analogous to the logistic equation first created 

by Pierre François Verhulst.[1] Mathematically, the 

logistic map is written 
 

 

Where:  is a number between zero and one, 

and represents the ratio of existing population to the 

maximum possible population at year n, and hence 

x0 represents the initial ratio of population to max. 

Population (at year 0) r is a positive number, and 

represents a combined rate for reproduction and 

starvation. This nonlinear difference equation is 

intended to capture two effects. Reproduction where 

the population will increase at a rate proportional to 

the current population when the population size is 

small. starvation (density-dependent mortality) where 

the growth rate will decrease at a rate proportional to 

the value obtained by taking the theoretical "carrying 

capacity" of the environment less the current 

population. However, as a demographic model the 

logistic map has the pathological problem that some 

initial conditions and parameter values lead to 

negative population sizes. This problem does not 

appear in the older Ricker model, which also exhibits 

chaotic dynamics. The r=4 case of the logistic map is 

a nonlinear transformation of both the bit shift map 

and the  case of the tent map Behavior 

dependent on r. 

By varying the parameter r, the following behavior is 

observed: 

 With r between 0 and 1, the population will 

eventually die, independent of the initial 

population. 

 

 With r between 1 and 2, the population will 

quickly approach the value  Independent  

of the initial population. 

 

 With r between 2 and 3, the population will 

also eventually approach the same 

value , but first will fluctuate around that 

value for some time. The rate of convergence 

is linear, except for r=3, when it is 

dramatically slow, less than linear. 

 With r between 3 and 

(approximately 3.45), from almost 

all initial conditions the population will 

approach permanent oscillations between two 

values. These two values are dependent on r. 

 

http://en.wikipedia.org/wiki/Polynomial
http://en.wikipedia.org/wiki/Map_%28mathematics%29
http://en.wikipedia.org/wiki/Recurrence_relation
http://en.wikipedia.org/wiki/Quadratic_function
http://en.wikipedia.org/wiki/Chaos_theory
http://en.wikipedia.org/wiki/Non-linear
http://en.wikipedia.org/wiki/Non-linear
http://en.wikipedia.org/wiki/Robert_May,_Baron_May_of_Oxford
http://en.wikipedia.org/wiki/Pierre_Fran%C3%A7ois_Verhulst
http://en.wikipedia.org/wiki/Logistic_map#cite_note-0
http://en.wikipedia.org/wiki/Proportionality_%28mathematics%29
http://en.wikipedia.org/wiki/Ricker_model
http://en.wikipedia.org/wiki/Bit_shift_map
http://en.wikipedia.org/wiki/Tent_map
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 With r between 3.45 and 3.54 

(approximately), from almost all initial 

conditions the population will approach 

permanent oscillations among four values. 

 

 With r increasing beyond 3.54, from almost 

all initial conditions the population will 

approach oscillations among 8 values, then 

16, 32, etc. The lengths of the parameter 

intervals which yield oscillations of a given 

length decrease rapidly; the ratio between the 

lengths of two successive such bifurcation 

intervals approaches the Feigenbaum 

constant δ = 4.669 . This behavior is an 

example of a period-doubling cascade. 

 At r approximately 3.57 is the onset of chaos, 

at the end of the period-doubling cascade. 

From almost all initial conditions we can no 

longer see any oscillations of finite period. 

Slight variations in the initial population 

yield dramatically different results over time, 

a prime characteristic of chaos. 

 

 Most values beyond 3.57 exhibit chaotic 

behavior, but there are still certain isolated 

ranges of r that show non-chaotic behavior; 

these are sometimes called islands of 

stability. For instance, beginning at 

(approx 3.83) there is a range of 

parameters r which show oscillation among 

three values, and for slightly higher values of 

r oscillation among 6 values, then 12 etc. 

 

 The development of the chaotic behavior of 

the logistic sequence as the parameter r 

varies from approximately 3.5699 to 

approximately 3.8284 is sometimes called 

the Pomeau–Manneville scenario, which is 

characterized by a periodic (laminar) phase 

interrupted by bursts of a periodic behavior. 

Such a scenario has an application in 

semiconductor devices. There are other 

ranges which yield oscillation among 5 

values etc.; all oscillation periods occur for 

some values of r. A period-doubling 

window with parameter c is a range of r-

values consisting of a succession of sub-

ranges. The k
th
 sub-range contains the values 

of r for which there is a stable cycle (a cycle 

which attracts a set of initial points of unit 

measure) of period This sequence of 

sub-ranges is called a cascade of harmonics 

In a sub-range with a stable cycle of period 

there are unstable cycles of period 

for all The r value at the end 

of the infinite sequence of sub-ranges is 

called the point of accumulation of the 

cascade of harmonics. As r rises there is a 

succession of new windows with different c 

values. The first one is for c = 1; all 

subsequent windows involving odd c occur 

in decreasing order of c starting with 

arbitrarily large c. 

 

 Beyond r = 4, the values eventually leave the 

interval [0, 1] and diverge for almost all 

initial values. 

 

 

For any value of r there is at most one stable 

cycle. A stable cycle attracts almost all points. : 13 

for an r with a stable cycle of some period, there can 

be infinitely many unstable cycles of various periods. 

A bifurcation diagram summarizes this. The 

horizontal axis shows the values of the parameter r 

while the vertical axis shows the possible long-term 
values of x. 

 

 
 

http://en.wikipedia.org/wiki/Bifurcation_diagram
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Bifurcation diagram for the Logistic map the 

bifurcation diagram is a fractal: if you zoom in on the 

above mentioned value r = 3.82 and focus on one arm 

of the three, the situation nearby looks like a shrunk 

and slightly distorted version of the whole diagram. 

The same is true for all other non-chaotic points. This 

is an example of the deep and ubiquitous connection 

between chaos and fractals. 

3.2 Chaos and the logistic map 

The relative simplicity of the logistic map makes it 

an excellent point of entry into a consideration of the 

concept of chaos. A rough description of chaos is that 

chaotic systems exhibit a great sensitivity to initial 

conditions—a property of the logistic map for most 

values of r between about 3.57 and 4 (as noted 

above). A common source of such sensitivity to 

initial conditions is that the map represents a repeated 

folding and stretching of the space on which it is 

defined. In the case of the logistic map, the quadratic 

difference equation (1) describing it may be thought 

of as a stretching-and-folding operation on the 

interval   (0, 1). 

The following figure illustrates the stretching and 

folding over a sequence of iterates of the map. Figure 

(a), left, gives a two-dimensional phase diagram of 

the logistic map for r=4, and clearly shows the 

quadratic curve of the difference equation (1). 

However, we can embed the same sequence in a 

three-dimensional phase space, in order to investigate 

the deeper structure of the map. Figure (b), right, 

demonstrates this, showing how initially nearby 

points begin to diverge, particularly in those regions 

of Xt corresponding to the steeper sections of the 

plot. 

This stretching-and-folding does not just produce a 

gradual divergence of the sequences of iterates, but 

an exponential divergence (see Lyapunov exponents), 

evidenced also by the complexity and 

unpredictability of the chaotic logistic map. In fact, 

exponential divergence of sequences of iterates 

explains the connection between chaos and 

unpredictability: a small error in the supposed initial 

state of the system will tend to correspond to a large 

error later in its evolution. Hence, predictions about 

future states become progressively (indeed, 

exponentially) worse when there are even very small 

errors in our knowledge of the initial state. 

 

Since the map is confined to an interval on the real 

number line, its dimension is less than or equal to 

unity. Numerical estimates yield a correlation 

dimension of 0.500 ± 0.005 (Grassberger, 1983), a 

Hausdorff dimension of about 0.538 (Grassberger 

1981), and an information dimension of 0.5170976... 

(Grassberger 1983) for r=3.5699456... (Onset of 

chaos). Note: It can be shown that the correlation 

dimension is certainly between 0.4926 and 0.5024. 

 

It is often possible, however, to make precise and 

accurate statements about the likelihood of a future 

state in a chaotic system. If a (possibly chaotic) 

dynamical system has an attractor, then there exists a 

probability measure that gives the long-run 

proportion of time spent by the system in the various 

regions of the attractor. In the case of the logistic 

map with parameter r = 4 and an initial state in (0, 1), 

the attractor is also the interval (0, 1) and the 

probability measure corresponds to the beta 

distribution with parameters a = 0.5 and b = 0.5. 

Specifically, [6] the invariant measure 

is . Unpredictability is not 

randomness, but in some circumstances looks very 

much like it. Hence, and fortunately, even if we know 

very little about the initial state of the logistic map 

(or some other chaotic system), we can still say 

something about the distribution of states a long time 

into the future, and use this knowledge to inform 

decisions based on the state of the system. 

Solution in some cases 

 

The special case of r = 4 can in fact be solved 

exactly, as can the case with r = 2;[7] however the 

general case can only be predicted statistically. The 

solution when r = 4 is,[7][9] 

 

 
 

http://en.wikipedia.org/wiki/Bifurcation_diagram
http://en.wikipedia.org/wiki/Fractal
http://en.wikipedia.org/wiki/Quadratic_polynomial
http://en.wikipedia.org/wiki/Difference_equation
http://en.wikipedia.org/wiki/Phase_space
http://en.wikipedia.org/wiki/Embedding
http://en.wikipedia.org/wiki/Lyapunov_exponent
http://en.wikipedia.org/wiki/Complexity
http://en.wikipedia.org/wiki/Unpredictability
http://en.wikipedia.org/wiki/Exponential_growth
http://en.wikipedia.org/wiki/Correlation_dimension
http://en.wikipedia.org/wiki/Correlation_dimension
http://en.wikipedia.org/wiki/Peter_Grassberger
http://en.wikipedia.org/wiki/Hausdorff_dimension
http://en.wikipedia.org/wiki/Peter_Grassberger
http://en.wikipedia.org/wiki/Information_dimension
http://en.wikipedia.org/wiki/Peter_Grassberger
http://en.wikipedia.org/wiki/Frequency#Statistical_frequency
http://en.wikipedia.org/wiki/Dynamical_system
http://en.wikipedia.org/wiki/Attractor
http://en.wikipedia.org/wiki/Probability_measure
http://en.wikipedia.org/wiki/Beta_distribution
http://en.wikipedia.org/wiki/Beta_distribution
http://en.wikipedia.org/wiki/Logistic_map#cite_note-5
http://en.wikipedia.org/wiki/Decision_theory
http://en.wikipedia.org/wiki/Logistic_map#cite_note-Schr.C3.B6der-6
http://en.wikipedia.org/wiki/Logistic_map#cite_note-Schr.C3.B6der-6
http://en.wikipedia.org/wiki/Logistic_map#cite_note-Schr.C3.B6der-6
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Where the initial condition parameter  is given by 

. For rational , after a finite 

number of iterations maps into a periodic 

sequence. But almost all  are irrational, and for 

irrational never repeats it – it is non-periodic. 

This solution equation clearly demonstrates the two 

key features of chaos – stretching and folding: the 

factor 2
n
 shows the exponential growth of stretching, 

which results in sensitive dependence on initial 

conditions, while the squared sine function keeps 

folded within the range [0, 1]. 

By contrast, the solution when r=2 is 

 
 

For  .  

 

 

Since  

 

for any value of other than the unstable fixed 

point 0, the term goes to 0 as n goes 

to infinity, so goes to the stable fixed point  

 

4. Conclusion 
 

In this conclusion part we present an 

algorithm scheme have been proposed a novel 

confusion and diffusion algorithm for image 

encryption based on logistic map and cheat 

image. We choose the initial condition and 

control parameter of logistic map as the secret 

key. The cheat image selected from the most 

common images in public network, together with 

the chaotic matrices generated by logistic maps, 

is employed both in encryption and decryption 

processes to encrypt and recover the plain image. 

One cheat image can be used to encrypt a great 

number of plain images if the cheat image does 

not attract the attention of the attackers. The 

computer experiments such as statistical 

analysis, sensitivity analysis, and differential 

attack characteristics are discussed in detail to 

demonstrate that the proposed cryptosystem is 

robust and secure enough to be used in practical 

communication. 
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