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ABSTRACT:
Biometric recognition systems rely on a single biometric signature for authentication. While the advantage of using
multiple sources of information for establishing the identity has been widely recognized, computational models for
multimodal biometrics recognition have only recently received attention. We propose a multimodal sparse representation
method, which represents the test data by a sparse linear combination of training data, while constraining the
observations from different modalities of the test subject to share their sparse representations. Thus, we simultaneously
take into account correlations as well as coupling information among biometric modalities. A multimodal quality
measure is also proposed to weigh each modality as it gets fused
Keywords: biometric modalities ,multimodal biometrics recognition, multimodal sparse representation

1.INTRODUCTION
Introduction to Biometrics Now-a-days, biometric recognition is a common and reliable way to authenticate
any human being based on his physiological or behavioral biometrics. A physiological biometric trait is stable
in their biometric like fingerprint, iris pattern, facial feature, hand geometry, gait pattern etc. whereas
behavioral biometric traits is related to the behavior of person such as signature, speech pattern, keystroke
pattern. Facial recognition system is a computer application for automatically identifying or verifying a person
from a digital image or a video frame from a video source. Face recognition is not a new idea but it has
received substantial attention over the last three decades due to its value both in understanding how FR
process works in humans as well as in addressing many challenging real-world applications, including deduplication of identity documents (e.g. passport, driver license), access control and video surveillance. While
face recognition in controlled conditions (frontal face of cooperative users and controlled indoor illumination)
has already achieved impressive performance over large-scale galleries, there still exist many challenges for
face recognition in uncontrolled environments, such as partial occlusions, large pose variations, and extreme
ambient illumination. Local facial features have played an important role in forensic applications for matching
face images. These features include any salient skin region that appears on the face. Scars, moles, and freckles
are representative examples of the local facial features.
1.1 Biometric Technology
Biometric refers to the automatic identification of a person based on his or her physical or behavioral
characteristics. This identification method is preferred over traditional methods involving passwords and PINs
(personal identification numbers) for several reasons, including the person to be identified is required to be
physically present at the point of identification and identification based on biometric techniques avoids the
need to remember a password or carry a token. Now-a-days, with the increased use of computers as the means
of transportation of information technology, restrict access to sensitive or personal data is essential. Biometric
authentication has seen considerable progress in reliability and accuracy, with some of the traits offering good
performance. The terms “Biometrics” and “Biometry” have been used since the early 20th century to refer to
the field of improvement of arithmetical and mathematical methods applicable to data analysis problems in the
biological sciences.

387

B.Veera Jyothi, Dr P. Surya Narayana Babu

International Journal of Engineering Technology Science and Research
IJETSR
www.ijetsr.com
ISSN 2394 – 3386
Volume 4, Issue 4
April 2017

Enrollment- is the process where a user’s initial biometric sample(s) are collected, assessed, processed, and
stored for ongoing use in a biometric system as shown in Figure 1.1.

Fig 1.1 Enrollment process in Biometric System
Basically, user enrollment is a process that is responsible for registering individuals in the biometric system
storage. During the enrollment process, the biometric characteristics of a person are first 3 captured by a
biometric scanner to produce a sample. Some systems collect multiple samples of a user and then either select
the best image or fuse multiple images or create a composite template. If users are experiencing problems with
a biometric system then they have to re-enroll to gather higher quality data. Figure 1.1 Enrollment Process in
Biometrics System.
1.2 Biometric Techniques
There are many different techniques available to identify/verify a person based on their biometric
characteristics as suggested by U.K. Biometric Working Group [UKBWG, 2003]. These techniques can be
divided into physical characteristics and behavioral characteristics based techniques.
1.2.1 Physical characteristics based Techniques
Biometrics techniques based on physical characteristics of human being such as finger print, hand geometry;
palm print etc are called physical characteristics based techniques. Following are examples of biometric
techniques based on physical characteristics.
Fingerprint Recognition: Among all the biometric techniques, fingerprints based identification is the oldest
method which has been successfully used in several applications. The fingerprint itself consists of patterns
originate on the tip of the finger, thus making it a physical biometric. Fingerprints are known to be unique and
absolute for each person and the basic characteristics of fingerprints do not change with time. The
distinctiveness of a fingerprint can be determined by the patterns of ridges and minutiae points on the surface
of the finger. These unique patterns of lines can either be in a loop, whorl or arch pattern. The most common
method involves recording and comparing the fingerprint’s “minutiae points”. Minutiae points can be
considered the uniqueness of an individual’s fingerprint. The major Minutia points in fingerprint are: ridge
ending, bifurcation, and short ridge or dot as shown in Figure 1.2.

Figure 1.2 Minutiae points in fingerprint
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Iris Recognition: Biometrics is the science of measuring human characteristics that are stable and unique
among users. Iris recognition is the process of verify a human being by the pattern of iris. The iris is the area
of the eye where the pigmented or colored circle, usually black, brown or blue rings the dark pupil of the eye.
As compared to other biometric traits the iris is more secured and protected. Iris recognition is an approach to
biometric based verification and identification of people. The future of the iris recognition system is better in
fields that demand rapid identification of the users in a dynamic environment. Iris patterns are extremely
complex. The basic structure of iris is shown below in figure 1.3.

Figure 1.3 Structure of iris
Face Recognition: Face recognition (FR) is the problem of verifying or identifying a face from its image.
User face detection plays an important role in applications such as video observation, human computer
interfaces, face recognition and face image databases. Local facial features have played an important role in
forensic applications for matching face images. The use of local features has become more popular due to the
development of higher resolution sensors, an increase in face image database size, and improvements in image
processing and computer vision algorithms. Local features provide a unique capability to investigate,
annotate, and exploit face images in forensic applications by improving both the accuracy and the speed of
face-recognition systems. This information is also necessary for forensic experts to give testimony in courts of
law where they are expected to conclusively identify suspects. The image of face is shown in figure 1.4.

Figure 1.4 Face Recognition
1.3 Comparison of Various Biometric Technologies:
Performance of a biometric measure is usually referred to in terms of the false accept rate (FAR), the false
non-match or reject rate (FRR), and the failure to enroll rate (FTE or FER). The FAR measures the percent of
invalid users who are incorrectly accepted as genuine users, while the FRR measures the percent of valid users
who are rejected as impostors. A number of biometric characteristics may be captured in the first phase of
processing. However, automated capturing and automated comparison with previously stored data requires
that the biometric characteristics satisfy the following characteristics:
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1. Universal: Every person must possess the characteristic or attribute. The attribute must be one that is
universal and rarely lost to accident or disease.
2. Uniqueness/singularity: Each expression of the attribute must be unique to the individual. The
characteristics should have sufficient unique properties to distinguish one person from any other. Height,
weight, hair and eye color are all attributes that are unique assuming a particularly precise measure, but do not
offer enough points of differentiation to be useful for more than categorizing.
3. Permanence/Invariance of Properties: They should be constant over a long period of time. The attribute
should not be subject to significant differences based on age either episodic or chronic disease.
4. Collectability/Measurability: The properties should be suitable for capturing without waiting time and
must be easy to gather the attribute data inactively.
5. Performance: it is the measurement of accuracy, speed, and robustness of technology used.
6. Acceptability: The capturing should be possible in a way acceptable to a large percentage of the
population. Excluded are particularly invasive technologies, i.e. technologies which require a part of the
human body to be taken or which apparently damage the human body.
7. Circumvention: Ease of use of a substitute.
There are also some other parameters which are very important during the analysis of a biometric trait. These
are:
Reducibility: The captured data should be capable of being reduced to a file which is easy to handle.
Reliability and Tamper-resistance: The attribute should be impractical to mask or manipulate. The process
should ensure high reliability and reproducibility.
Privacy: The process should not violate the privacy of the person.
Comparable: Should be able to reduce the attribute to a state that makes it digitally comparable to others. The
less probabilistic the matching involved, the more authoritative the identification.
Inimitable: The attribute must be irreproducible by other means. The less reproducible the attribute, the more
likely it will be reliable.
Table 1.1 below shows a comparison of various biometric systems in terms of above mentioned parameters.
A. K. Jain ranks each biometric based on the categories as being low, medium or high. A low ranking
indicates poor performance in the evaluation criterion whereas a high ranking indicates a very good
performance.
Table 1.1 Performance Comparison of various Biometric Traits
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2.PROPOSED METHOD
For multimodal systems, weight determination during testing is important, based on the quality of modalities.
Also, a corrupted test sample from a modality must be rejected by the algorithm. Such a framework is not yet
feasible in the Multiple kernel learning (MKL) settings. Methods like those given try to exploit information
from data from a different view to improve classifier performance. However, being an unsupervised
technique, is not suited for classification tasks, and reduces to the MKL framework in a supervised setting.
Similarly, SVM-2k jointly learns SVM for two views, while maximizing the agreement between the
projections of data from the two views. It is, however, not clear how this can be extended to multiple views,
which is common in multimodal biometrics. A Fisher-discriminant-analysis-based method has also been
proposed for integrating multiple views in, but it is also similar to MKL with kernel Fisher discriminant
analysis as the base learner.

3.EXPERIMENTAL RESULTS
Process of extracting features from the face
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Training face from a video sequence

Figure 3.2 Face train from video
Process of training the features of finger print

Original image RidgesegmentRidgeorientRidgefilterResult Fingerprint
Training the data set

Training
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face selection from video

Fingerprint selection

Irisselection

4.RESULTS

Right person authentication

Right person authentication-1Intruder

5. CONCLUSION
We proposed a novel joint sparsity-based feature level fusion algorithm for multimodal biometrics
recognition. Faces were extracted from video sequence and are used for training. Iris and fingerprints are
enrolled and features are extracted, based on these features authentication is carried out. Multimodal
biometrics integrates different biometric techniques and overcome problems faced by single biometrics. It can
withstand noise and occlusion. High cost of hardware is one reason for its less usage in real world situations.
In future if the hardware cost goes down then this can be implemented and stringent authentication can be
done.

393

B.Veera Jyothi, Dr P. Surya Narayana Babu

International Journal of Engineering Technology Science and Research
IJETSR
www.ijetsr.com
ISSN 2394 – 3386
Volume 4, Issue 4
April 2017

6. REFERENCES
[1] ShahnaziMajid, Pahlevanzadeh Maryam, Vafadoost Mansour, Wavelet Based Retinal Recognition (2007).
[2] BorgenHalvor, Bours Patrick, andWolthusen Stephen D.,Visible-Spectrum Biometric Retina Recognition (2008).
[3] Ryszard S. Choras, Hybrid Iris and Retina Recognition forBiometrics (2010 3rd International Congress on Image and
Signal Processing, CISP2010).
[4] M. UsmanAkram, AnamTariqandShoab A. Khan Retinal Recognition: Personal Identification using Blood Vessels
(6th International Conference on Internet Technology and Secured Transactions, 11-14 December 2011, Abu Dhabi,
United ArabEmirates)
[5] KöseCemal, İkibaşCevat, Expert Systems with Applications, (2011) Hill Robert Retina Identification (1976)
[6] J. L.Wayman, Fundamentals of biometric authentication technologies, Int. J. Image Graphics, vol. 1, no. 1, pp. 93113, 2001.
[7] Doç. Dr. İbrahim Doğan, A’ dan Z’ ye MatlabileÇalışmak, Şubat 2004.
[8] Gonzalez Rafael C.,WoodsRihard E.,, Digital Image Processing, 2001.
[9] Hanselman Duane, Littlefield Bruce, Mastering Matlab 7, 2005.
[10] Barron U. Gonzales, G. Corkery, B. Barry, F. Butler, K. McDonnell, Assessment of retinal recognition technology
as a biometric method for sheep identification (2007).
[11] FarzinHadi, Abrishami-Moghaddam Hamid and Moin Mohammad-Shahram A Novel Retinal Identification System
(2008).
[12] Das Ravi, Retinal Recognition, Biometric Technology in Practice, (2007).

394

B.Veera Jyothi, Dr P. Surya Narayana Babu

